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Introduction

While many people seem to 
believe that slavery is a rem-
nant of an unenlightened 

past, human trafficking is currently af-
fecting the lives of an estimated over 45 
million people globally (Rhodes, 2017). 
Due to the ease of communications, ne-
gotiations, and payments through the 
Internet, specifically the portion known 
as the ‘dark web,’ the number of people 
trafficked every year has skyrocketed. 
Just for a comparison, the number of 
people trafficked in the contemporary 
era is over eleven times as large as the 

number of slaves freed after the Amer-
ican Civil War.  Furthermore, the onset 
of COVID-19 resulted in victims hav-
ing less interactions with higher-paying 
sex buyers (Meyer, 2020). This meant 
more interactions with low-paying buy-
ers, which resulted in a need for victims 
to engage with more buyers to make the 
same amount of money.  More inter-
actions translates into more potential 
exposure to COVID-19 and threats of 
violence (Meyer, 2020). 

In many ways, the dark web is a 
manifestation of the negative side of the 
complexity of the Internet and should 
stand as a warning for the study of com-
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plex systems. When systems reach suf-
ficient complexity, voids will naturally 
form within the systems that criminals 
and other malcontents with sufficient 
knowledge will be able to exploit. In the 
case of the Internet, these voids effec-
tively account for a massive share of the 
economy of the Internet, as the crim-
inal economy of the Internet is likely 
equal in scope to the legal economy of 
the Internet. 

Background

Like many Internet technologies, 
the dark web was originally de-
signed around utopian dreams 

to avoid censorship and to facilitate the 
spread of knowledge and information 
during the early years of the 21st cen-
tury. Such communications were facil-
itated by TOR protocols, but criminals 
quickly figured out that TOR protocols 
could also be used for sharing illegal 
information, such as child pornogra-
phy and pirated copywritten content. 
With the development of cryptocurren-
cies, though, the dark web quickly grew 
from a place for individual criminals 
to central hub for organized crime, as 
cryptocurrencies allowed criminal or-
ganizations to transfer funds through 
the Internet without using traditional 
banking systems. Combined with the 
anonymity provided by multiple layers 
of encryption, the dark web became a 
haven for illegal activity that has been 
impossible for governments to effec-
tively police (Rhodes, 2017). 

While the dark web may have 
originally been founded for admirable 
goals, the fact that it was twisted towards 

criminality during its formative years 
should not surprise anyone. Criminal 
enterprises thrive in anonymous and 
secretive environments, especially if 
they involve activities that society find 
abhorrent, and it is unlikely that there is 
any way to remove the criminal element 
of the dark web without dismantling 
the entire Internet. Of course, most of 
the population of the world is unlike-
ly to support such drastic action, even 
though more and more crime is facili-
tated by the Internet. 

While the economic damage 
of the dark web is significant, it is im-
portant that we do not forget about 
the trauma experience by the human 
victims of the dark web, especially the 
children who find themselves abused 
for the pleasure of adults. Suspected 
child sex trafficking has increased by an 
astounding 846 percent in the five years 
between 2010 and 2015, according to 
the National Center for Missing and 
Exploited Children (Enough is Enough, 
2020, para. 14).  Around four-fifths of 
searches on the dark web are estimated 
to be related to child sexual exploitation 
(Rhodes, 2017). 

In essence, the dark web rep-
resents the harm that can be done when 
a complex system lacks any central 
guiding authority. While the Internet 
has been a great tool for many people, 
allowing people to obtain education 
and entertainment that would have 
been unavailable to most of the human 
species even a quarter of a century ago, 
the dark web represents the negative ex-
ternalities associated with the freedoms 
represented by the Internet. While bil-
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lions of people gain a minor benefit 
from the Internet, hundreds of millions 
of people suffer a major penalty from 
the Internet every year, and tens of mil-
lions of people suffer horrific violations 
due because of the anonymity provided 
to their victimizers and the clients of 
their victimizers by the anonymity of 
the Internet.

One of the more disturbing ele-
ments of the dark web comes in the fa-
cilitation of more extreme forms of por-
nography. With pornography addiction 
increasing in part due to the availability 
of pornography on the Internet, many 
criminals have turned to offering con-
tent that appeals to paying clients with 
tastes for fetishized and/or violent sex. 
Since most professionals who work in 
pornography are unwilling to subject 
themselves to such treatment, crimi-
nals who traffic women and children 
are willing to supply the content if their 
clients are willing to pay, resulting in 
more women and children ending up as 
unwilling participants in the sex trade 
(Enough is Enough, 2020). Because of 
the prevalence of human trafficking in 
every state in the USA, it is a complex 
problem that needs to be dealt with on 
the national level (ECPAT USA, 2019). 

Technology

The dark web has become the cen-
tral hub for human trafficking 
and child exploitation because 

the anonymity of dark web, facilitated 
by cryptocurrency exchanges and en-
cryption networks is ensured by using 
multiple layers of encryption, makes 
it impossible for governments to take 

down more than a small minority of 
criminal operators every year (Rhodes, 
2017). In the case of the criminal op-
erators that they do manage to take 
down, governments tend to rely on 
repurposed technologies that detect 
anomalous data traffic and/or money 
laundering rather than tools that di-
rectly detect human trafficking and/or 
child exploitation (Dixon, 2013; Ham-
monds, 2015). In effect, such tools take 
advantage of the two major weaknesses 
of criminal enterprises on the dark web: 
1) most Internet activity still operates 
outside of the dark web, so criminal 
enterprises will sometimes leave digital 
tracks that authorities can detect and 2) 
most financial activities eventually must 
involve the traditional banking system, 
so criminal enterprises will sometimes 
commit financial crimes that authori-
ties can prosecute. 

Another beneficial system that 
could assist in this job is called FlagIt, 
which during studies has luckily had 
hopeful results. According to Kejriwal 
et al. (2017), it works by flagging suspi-
cious pieces of information on the In-
ternet, making it possible to monitor In-
ternet activity more easily. FlagIt seems 
to outperform the best baseline on the 
F1-Measure metric by 2-13% on four of 
the five indicators and is always the best 
of all adaptive baselines (Kejriwal et 
al., 2017, p. 5). While such systems are 
useful, and are important supplements 
to more traditional investigations, the 
scale and scope of such programs are 
limited, and criminal organizations are 
willing to devote significant resourc-
es to avoid detection and capture. Un-
fortunately, criminal organizations are 
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likely willing to devote more resourc-
es to avoiding detection and capture 
than governments are willing to spend, 
so the people that they usually end up 
catching are the disposable street-level 
operators. 

Ethics

The existence of the dark web rep-
resents a massive ethical failure 
on the part of the governments, 

companies, and people who benefited 
from the Internet. Governments bought 
into the propaganda that the Internet 
could be a self-regulating utopian soci-
ety, despite the simple fact that humans 
are humans and criminals will always 
seek to exploit new technologies for 
their financial gain. Internet companies 
fought government regulation because 
they wanted to avoid the associated 
scrutiny and taxation, and they actively 
promoted the technologies that led to 
the evolution of the dark web. Finally, 
the people who used the Internet did 
not stop to think about the price that 
other people might have paid for their 
education and entertainment.   

It is important to not forget about 
the human element of the dark web: the 
victimizers and the victims. Of course, 
the perpetrators must be found and 
prosecuted to the full extent of the law, 
but that should come secondary to res-
cuing the victims and providing them 
with the support services required to 
make them whole. For too long, soci-
eties have treated the victims of sexual 
oppression and sexual exploitation as 
criminals while the victimizers could 
get away with atrocious behavior. 

When it comes to the human traf-
ficking facilitated by the dark web, there 
are multiple different facets of ethics to 
discuss with this topic, beginning with 
the treatment of victims. In the case of 
the victims who are children, there is 
a need for more access and resources 
for support services, especially given 
that many victims are afraid that they 
will be arrested and/or deported if they 
seek help (English, 2017). The “T” visa 
program, which grants some victims of 
human trafficking a pathway to citizen-
ship, but it relies on the victims coop-
erating in the prosecution of traffickers, 
which could be problematic (Richter & 
Richter, 2003). Many human traffickers 
belong to criminal organizations that 
are capable of retaliating against vic-
tims, either directly through targeting 
the victim or indirectly through target-
ing their families.

Additionally, human traffickers 
are often quite skilled at manipulating 
their victims because they often need 
to get their victims to willingly make 
the first step. After their victims are in 
their power, then they will reveal their 
true purpose (Rhodes, 2017). While 
the unethical nature of human traf-
ficking is undeniable, it is important to 
remember that criminals are involved 
because they are supplying a substan-
tial demand within the population, so 
it must be acknowledged that there is a 
significant failure in the ethics of that 
population. Free trade and globaliza-
tion allow people to indulge in horrific 
violations against people that they de-
humanize and there are always going 
to be criminals willing to supply them 
with the commodities that they desire 
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(Heller et al., 2018). Of course, this 
should not be a surprise to anyone who 
is a student of history, as the wealthy 
and powerful have always been willing 
to victimize the poor and vulnerable 
for their pleasure. In general, a signifi-
cant proportion of humans will indulge 
in monstrous behavior if there is not a 
high probability of financial, legal, or 
social consequences, which is one of 
the reasons why the anonymity of the 
dark web (and the larger Internet) is so 
useful for people who want to indulge 
their inner demons. 

When analyzing sex trafficking 
on the dark web, there are couple of 
concepts that should be forefront in the 
minds of researchers.   First, they have 
an obligation to society to protect hu-
man rights and, by definition, sex traf-
ficking violates the human rights of its 
victims, as they are treated as profitable 
commodities rather than people with 
intrinsic value (ACM, 2018). While 
privacy should also be considered a hu-
man right and should be included in 
any ethical treatment of the dark web, 
the right to privacy is less important 
than the right to life.  By focusing on the 
right to life over the right to privacy, it 
may be possible to convince computer 
science professionals to volunteer their 
time to develop tools that would mon-
itor dark web activity for signs of sex 
trafficking, which would only help in 
the fight against sex trafficking through 
the dark web,

Conclusion

When we find ourselves ex-
amining the influence of the 
dark web on sex trafficking, 

we must ask ourselves what is going on 
and how can we change it? The evidence 
of sex trafficking is clear, it is a massive 
industry that is quite profitable for or-
ganized crime, and the dark web allows 
organized crime to exploit supply and 
demand efficiently and effectively. Since 
the demand exists in every substantial 
community, the victims of sex traffick-
ing can be found in every substantial 
community, and it is an internation-
al problem because the victims come 
from every nation.

Computer science professionals 
have an ethical duty to come together 
to create better technologies for track-
ing sex trafficking through the dark 
web so that the authorities can catch the 
criminals involved and save the lives of 
their victims. Although there are some 
concerns that these technologies, just 
as the dark web itself, could be used for 
malicious purposes, how else is society 
going to deal with sex trafficking? These 
systems assist in the catching and the 
prosecution of the criminals involved 
in sex trafficking, as well authorities to 
rescue the victims of these criminals, 
hopefully before they suffer too much 
harm. Without government action to 
provide compensation for their work 
though, society must depend on com-
puter science professional develop-
ing these tools for the good of society, 
which likely means that the develop-
ment of these tools will likely be inter-
mittent and slow, as computer science 
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professionals have limited time and re-
sources.

It is important to remember 
though that sex trafficking is a tragedy 
that was created by our dependence on 
the Internet and, if we wish to retain 
the use of Internet technologies, this is 
one of the ills that society must work to 
mitigate. We are all stakeholders in our 
technological society because we are all 

beneficiaries of technology, so we all 
bear the responsibility for the ills creat-
ed by technology. If we seek to be ethi-
cal people, we must not only focus the 
good of the individual but, instead, the 
good of the global community. There-
fore, we must work together as a society 
to address the ills created by our utiliza-
tion of technology, such as the sex traf-
ficking facilitated by the dark web.
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